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1. OBIIME NMOJIOXKEHUA

Hactosmas  IlonmuTuka  sBIseTCS  JOKYMEHTOM,  OMNPEACISIONIMM  HalpaBICHHS
JIeATeNbHOCTH B 00JacTu o0ecreyeHns nH(POPMALMOHHOM 0€30MacHOCTH U MPECTaBIsIeT CO00H
CUCTEMAaTU3UPOBAHHOE M3JIOKEHUE Lielel U 3a7a4 MH(OPMAIMOHHON 0€30MacHOCTH, KaK OJHO
WIM HECKONIbKO TMpaBWI, MNPOIEenyp, MPAKTHUYECKUX MPUEMOB MU PYKOBOJSIIMX MPUHIIUIIOB,
KOTOPBIMH pYKOBOACTBYeTcsi ['ocynapcTBeHHOE OIOKETHOE JOIIKOJIbHOE 00pa3oBaTeNbHOE
yupexaenne aerckuit cag Ne 59 [Ipumopckoro paitona Cankt — [lerepOypra ( manee — ['BA0Y),
a TaKKe OpraHU3alMOHHBIX, TEXHOJIOTMYECKUX M TMPOLEAYPHBIX AacleKTOB oOecreueHus
MH(POPMALIMOHHOM 0e30MacHOCTH.

[Monoxenus Hacrosimer [lomuTuku HE  pacmpoOCTpaHAIOTCS Ha  OOecTieYeHHE
HH(POPMAITMOHHOM 0€301TaCHOCTH CBEJICHU, COCTABJISAIONINX TOCYIapCTBEHHYIO TalHY.

OcHoBHO# 3amaueil B obnactu uHpopmauuonHoi OesomacHoctu ['BJIOY mnpuznaer
COBEpIICHCTBOBAaHHE MEp M CPEICTB OOecTeueHHs 3aIuThl HHPOpMAIMH HWH()OPMAIIMOHHBIX
pecypcoB I'B/IOY B KOHTEKCcTE pa3BUTHS 3aKOHOJATeNbcTBAa Poccuiickoin denepaniui 1 HOPM
peryaupoBaHus MHGOPMALMOHHONW NEATENbHOCTH B TEKYIIUX YCIOBUAX (DYHKIIMOHUPOBAHUS
UH(POPMAITMOHHOTO TIOJISL.

[Ipn pazpaborke [lONUTHKK YYUTHIBAIUCH OCHOBHBIE MPUHLMUIIBI CO3JIAHUS CHUCTEM
3alUThl UHGOPMALIMU, XAPAaKTEPUCTUKH U BO3MOXKHOCTH OPIaHU3ALMOHHO-TEXHUYECKUX Mep
¥ COBPEMEHHBIX TPOrPaMMHBIX M alllIapaTHO-TIPOTrPaMMHBIX CPEJICTB 3alUTH MH()OpMAITHH.

B pamxkax coeii nestenbHocTr [ BIOY 00s3yeTcsa npeanpuHuMaTh BCE BO3MOXKHBIE MEPhI
JUTS 31U ThI HH(OpMaIMU OT Yrpo3 0€30MacHOCTH HH(OpMAIUH.

TpeboBanus MHPOPMALMOHHOW OE30MACHOCTH, COOTBETCTBYIOT IIENSM JIESTEIHHOCTH
I'BAOY wu mnpenHa3HadyeHbl ISl CHUIXKEHUS PHUCKOB, CBS3aHHBIX C pealH3alueid yrpos
0e30macHOCTH HH(POPMAIIHH.

[Monutuka gocrynHa BceM padotHukam ['BJIOY 1 BceM moab30BaTENIsIM €T0 PECYPCOB.

2. IEJIMA Y 3AJIAYM OBECITIEYEHUS WTH®OPMAIIMOHHOM
BE3OITACHOCTH

Cy0bexTbl HHPOPMALIMOHHBINH OTHOIIEHHUH
Cy0ObekTamu nipu obecrieueHun nHpopmarmornHon 6ezonacuoctu B 'BJIOY sBistores:
- paOOTHUKHU CTPYKTYPHBIX MOAPa3ACICHUN (B TOM YHUCIIE YBOJICHHBIE);
- rpakaane, paboTaroliye o JOroBopaM rpakJaHCKO-IIPaBOBOTO XapaKTepa;
- (¢usnyeckue JMIQA, NPEACTABUTEIM KOHTPAr€HTOB B paMKaxX MCIOIHEHHUS JO0rOBOPHBIX
00513aTEeIbCTB;
- usugeckue nuIa, moxasmue oodpamenue B aapec 610V,
- IOpUINYECKUE JIUIA, B paMKaX HMCIIOJHEHHs JOIOBOPHBIX OO0S3aTENbCTB MM BO MCIOIHEHUU
TpeOOBaHMII cO CTOPOHBI 3aKOHOAATEeNLCTBA Poccuiickoit denepanuu;
- OpraHbl roCy/1apCTBEHHOM BJIACTH.
O0beKkThI HHPOPMANMOHHBIX OTHOLICHUH
OO6bexTamMy HHGOPMALMOHHBIX OTHOLIEHUMN SBIISIOTCS:
- uH@opmannonHsle pecypesl I'BJIOY;
- TOCYIApCTBEHHble  MH(pOpPMalUOHHble cucTeMbl OneparopoM  KOTOPBIX  SIBJISETCS
I' 10V,

- mpoueccsl 00paGotku wuHpopManuu B uHPOpMauuMoHHBIX cucremax [B/I0Y,
MH(OpMaIMOHHBIE TEXHOJIOTUH, DPErJIaMEeHThl U Mpoueaypbl cOopa, 00pabOTKH, XpaHEHHUS
U nepeadyn MHGOpMaLuy;

- uH(popMaLMOHHAs HH(PACTPYKTypa, BKIIOYAIONIass CUCTEMbl OOpaOOTKH, XpaHEHUs
U a”anuza MHOpMAaIMK, MPOrpaMMHbIE U MPOrpaMMHO-aNapaTHbIE CPEJCTBA, B TOM YHCIIE
KaHaJIbl CBSI3U U TEJICKOMMYHHUKALINN;

- CHCTeMbl W CpEJICTBa 3alUThl MH(QOpPMAIUU, OOBEKThl W MOMELICHHS, B KOTOPBIX
pa3MeleHbl cpeicTBa 00padOTKH HH(POPMAITIH.



esan ob0ecniedyeHuss UHGPOPMAMOHHOM 0€30MMACHOCTH

OcHoBHOIl 1enpio obecriedenust uHpopmannonHoit Oe3omacHoct ['BJIOY  sBastoTcs
JIEWCTBUSI HAIPaBJIEHBl HA JIOCTUKEHUE 3alIUTHl CYObEKTOB WH(OPMAIMOHHBIX OTHOIICHUN OT
BO3MOXKHOI'O HAaHECEHHUS UM MaTepUalbHOrO, (pU3MYECKOro, MOPAJbLHOrO WJIM HHOro yuiepoa,
MOCPEACTBOM  CIyYalHOTO WU  TNPEAHAMEPEHHOro  BO3ACHCTBHS Ha  MHGOPMAIHIO,
B TOM YHCIIE:

obecrieueHus OTKa30yCTONYHBOTO (G YHKIIMOHUPOBAHUS MIPOrPaMMHBIX
U annapaTtHo-niporpaMMHubIx cpeacTB ['BJIOY u npenocTaBiseMbiX CEpBUCOB;

COOJIIOZICHNS TIPABOBOTO pPEKUMa HCIOJIB30BAHUS MAacCUBOB M CPEICTB 00pabOTKH
nHpopManuu;

MpeOTBpAllCHUST peallu3alui yrpo3 0e30macHOCTH HH(OpPMALKUKU TPU OCYIIECTBICHUHU
nestenbHocTH ['BIOY.

3agauu obecnevyeHusi UH(POPMALMOHHOI 0e30NACHOCTH

Hoctmwkenue uneneil obecrneueHuss MHGOPMAIIMOHHOM  0€30MacHOCTH U CBOICTB
undopmaruu, ['BJIOY pemaeTcs cneayonmmMu 3a1a9aMu.:

- 3aIUTHI OT HECAHKIIMOHUPOBAHHOTO JTOCTyNa K MH(POPMAIIMOHHBIM pecypcam;

- pasrpaHdUYeHHs JIOCTyla I[oNb30Bareneil K HWHGOPMAILMOHHBIM, AaNNapaTHBIM,
MPOrpaMMHBIM
U UHBIM pecypcam;

- pEerucTpaluy M MEePUOJUYECKOro KOHTPOJS EeWCTBUU MOib3oBaTeneil mpu odpaboTke
3anMIaeMoin nHopMaly U NepPUOJMUECKII KOHTPOJIb KOPPEKTHOCTH UX JACHCTBHIH;

- KOHTPOJISI L€TOCTHOCTU CPEeZbl UCIOIHEHMs MPOrpaMM U €€ BOCCTaHOBJIEHHME B Cilydae
HapyILIEHUs;

- o0ecriedeHus ayTeHTU(UKAUN W HJICHTU()UKALUU TOIb30BaTENeH, Y4acTBYIOIIUX
B MH(OpMaIlMOHHOM OOMEHE;

-o0ecrieyeHns  MCIPAaBHOCTH  NPUMEHSEMBIX B HMH(QOPMALMOHHBIX  CHCTEMax
I'BAOY cpencts 3amuThl HHpOpMAITUK;

- CBOEBPEMEHHOI'O BBISIBJICHHE HUCTOYHUKOB yrpo3 0e30macHOCTH MH(GOpMaluu, MPUYNH
U YCIOBHM, CIIOCOOCTBYIOIIMX HAHECEHHWIO yiiepOda 3aWHTEPECOBAHHBIM  CyOBbEKTaM
MH(OPMAIMOHHBIX OTHOIICHHIA;

- TIPOBEICHHEM MOHUTOPHHTA W PEarupoBaHHsl Ha yrpo3bl 0E€30MacHOCTH HH(OpMAIHH
Y HETaTUBHBIE MTOCIIECTBU;

- CO3JIaHUEM YCJOBHM [ MHHUMHU3AIUU HAHOCHMOTO yilepba HempaBOMEpPHBIMU
NECUCTBUSIMH, M YCTPaHEHHE IIOCIEACTBUN HapylleHHs WH(POPMAIMOHHONW O€30IacHOCTH B
I'JOY.

Pemenue Boimenepeurcnennbix 3a1a4d B '6/I0OY ocymiecTBusiercs mocpeacTBOM:

- ydeTa Bcex MOAJIeKaluX 3aluTe THPOPMAIMOHHBIX PECYPCOB;

- OKypHQJIMpPOBaHHS JEHCTBUH TEpCcOHANa, OCYILECTBISIOUIEr0 OOCIy)XUBaHHE U
MOU(UKAIIIO TPOrPaMMHBIX M MPOTPAMMHO-AMNNapaTHRIX CPEACTB HHPOPMAILIMOHHBIX CUCTEM;

- perjamMeHTallH TpOoLeccoB 00paboTku MH(pOpManuu, AercTBuil padotHukoB I'BIOY,
OCYIIECTBJISIOIINX IKCILTYaTal[UI0 IPOrPAMMHBIX U IPOrPaMMHO-aNIIapaTHbIX CPEACTB, HA OCHOBE
YTBEPKACHHBIX OPraHU3AI[MOHHO-PACTIOPSIUTENBHBIX JOKYMEHTOB I10 3alIUTe WH(OpMaInu;

- Ha3HA4YCHUS W TOATOTOBKOM paOOTHHMKOB, OTBETCTBEHHBIX 32 OpTaHU3AIUI0 U
OCYIIIECTBJICHUE MEPOIPHUATHH TI0 oOecrieueHuto nHpopmarmonHou 6ezonacHoct B ' IOV,

- HaJACJCHHS KaXJ0ro paboTHHMKA MHUHUMAIbHO HEOOXOJUMBIMU TpaBaMu Mpu pabote
B MH(POPMAITMOHHON MHPPACTPYKTYpPE COINIACHO X JOIKHOCTHBIM O0s13aHHOCTSIM;

- cOoOmo/IeHHsT BCEeMH pa0OTHUKAMHU, OJKCINIYaTHPYIOIIUMH W OOCTY>KUBAIOUUMU
MporpaMMHBIE U MPOTrPaMMHO-aNMapaTHbIe CPEACTBA, TpPeOOBaHMM  OpraHU3alMOHHO-
pacnopsiAUTENbHBIX IOKYMEHTOB 110 BOIIpocaM olecrieueHus: HH(OpMaMOHHON 0€3011aCHOCTH;

- IEPCOHAIBHOI OTBETCTBEHHOCTHIO KAK0r0 pabOTHUKA 32 CBOU JICMCTBUSI, yHACTBYIOILIETO
B paMKaX CBOMX (DYHKIIMOHAJIbHBIX 003aHHOCTEH B MpoIleccax aBTOMAaTU3UPOBAaHHON 00paboTKU
MH(GOPMALIUU ¥ UMEIOIIETO JOCTYII K pecypcaM HH(POPMAITMOHHBIX CUCTEM;



- peanu3anuei TEeXHOJIOTMYECKUX MPOIECCOB 00paboTKku MHGOPMAIMHU C UCIIOIb30BaHUEM
KOMIUIEKCOB ~ OpPTraHU3allMOHHO-TEXHUYECKUX MEp 3allUThl MPOrPaMMHOTO OOecredyeHus,
IIPOrpaMMHO-aIlIIapaTHBIX CPENICTB;

- IPUHATHUS Mep MO OOecrneyeHHIo (PU3MYECKON LETOCTHOCTH MPOrpaMMHO-aNNapaTHbIX
cpenctB MHGOPMAIMOHHBIX CHCTEM U MOJJIEpP’KaHHEeM HEOOXOJUMOr0 YPOBHSI 3alllMIIIEHHOCTH
KOMIIOHEHTOB;

- UICTIOJTb30BaHUSI MPOTPAMMHBIX M TPOTpaMMHO-aNapaTHbIX CPEACTB 3alUTHI HH(OpMaIun
obpabarsiBaecMoM B 'BJIOY u aAMHUHUCTPATUBHOM MOAACPKKON WX MCIIOIb30BaHHUS,

- KOHTPOJS COONIOZCHUS TIOJIB30BATEISIMH HMH(POPMALMOHHBIX CHUCTEM TpeOoBaHUN
1o o0ecneyeHn o HHPOPMaIMOHHOM 0€30MacHOCTH;

- TpoBeleHHs aHanu3a S(OPEKTUBHOCTH TMPUHATHIX Mep 3allUThl WHGOpMalUUU U
NPUMEHSIeMbIX CpeACTB 3amuThl nHpopmanuu B B0V,

pa3paboTKu W peanu3aluy MPEeAJIOKEHUH IO COBEPILIEHCTBOBAHUIO CHUCTEM 3aIUThI
uHpopmaruu B I'bZI0OY.

3. MPHUHIUIBI OGECHEYEHUSA HH®OPMAIIMOHHOM BE3OIIACHOCTH

O6ecneuenre nHGOPMAIIMOHHON O€30MaCHOCTH, TOJKHO OCYIIECTBISATHCA B COOTBETCTBUM
CO CJIEIYIOIIMMH OCHOBHBIMH IPUHLUIIAMHU:

IIpyuHUMI 32aKOHHOCTH

[Ipu BrIOOpE MeponpuATUil 1O 3aLUTe UHPOPMALIMK, JOTKHO COONIIOIAThCS AeHCTBYIOLIEE
3akoHoJarenbecTBO Poccuiickoit denepannu B chepe 3amuThl HHGOPMALUY.

Bce paGoTHUKHM JOKHBI UIMETh MIPEJCTaBIeHnEe 00 OTBETCTBEHHOCTH 3a MPAaBOHAPYIICHUS
B cdepe 3amuTsl nHGOopMaruu. [Tporpammuo-anmapaTHeie cpencTa, npumensiembie B [0V,
JIOJIKHBI UMETh COOTBETCTBYIOLIME JIUIEH3UH, OQUIIMAIBLHO NIPUOOPETAaThCs y MpeicTaBUTENeH
Pa3pabOTUYNKOB 3TUX CPEJCTB WM ABIATHCS MHTEIUIEKTyalIbHON coocTBeHHOCThIO 'BJIOY.

IIpuHuMn cucreMHOCTH

IIpu cozgaHuy cUCTEMBI 3aIlIUTHI TOJIKHBI YUUTHIBATHCS AKTyaJIbHBIE YTPO3bI O€30I1aCHOCTH
UH(pOPMaIMN, BO3MOXKHBIE OOBEKTHl W HAlpaBJIEHUS aTak Ha HEe CO CTOPOHbI HapyIIUTEJNEH.
Cucrema 3amuThl JODKHA CTPOUTHCA C YYETOM HE TOJIIBKO HM3BECTHBIX KaHAJIOB YTEUKU
nH(pOPMALIUU, HO U C Y4ETOM BO3MOXKHOCTHU IOSIBJIEHUS HOBBIX YA3BUMOCTEH B IPOrpaMMHOM
obecrieyeHuu.

IIpuHIHMN KOMIIEKCHOCTH

KoMmminmekcHoe  MCMONb30BaHWE  CPEACTB  3aMUTHl  MHGOPMAIUM  TPEANoiaracT
COINIACOBAaHHOE NPUMEHEHME MPU MOCTPOCHHUH LIEIOCTHOM CHCTEMBI 3allUThI, NEPEKPhIBAIOLICH
BCE CYIIECTBEHHBIE YIpo3bl 0€30MacHOCTH HMHPOpManuu. 3amura JODKHA CTPOHUTHCS
srienoHrpoBano. dusnyeckas 3amuTa JOHKHA OOecreunBaThes (PU3HMUECKUMU CPEACTBaMU U
OpPraHU3allIOHHBIMUA MEpPaMH.

[Ipu mnocTpoeHHH, BHEAPEHUM U OKCIUTyaTallud CUCTEMbI 3alllUThl HH()OpMAIUH
pykoBozactBo ['BJIOY obecnieunBaet ycnoBus st 3h(PeKTUBHON KOOpAUHAIIMHN JEUCTBUN BCexX
1M1, 00eceunBaOIIMX HHPOPMAIIMOHHYIO O€3011aCHOCTb.

IIpuHIUI CBOEBPEMEHHOCTH

Pa3paboTka crucremsl 3aIUThl HHPOPMAILMH JT0J)KHA BECTUCH NTApAJUIEIbHO € pa3paboTKoiM
U MHQOPMAIMOHHONW CHCTeMBl. OTO IIO3BOJUT Y4ecTb TpeOoBaHMs O€30MacHOCTH
IpU TNPOSKTUPOBAHUU APXUTEKTYphl M, B KOHEYHOM CcueTe, co3aaTh Oosee 3 PeKTHUBHBIC
MH(GOPMALIMOHHBIE CUCTEMBI, 00JIaJAIOIINE TOCTATOYHBIM YPOBHEM 3alTUIIEHHOCTH.

IIpuHUIMI IPpEeMCTBEHHOCTH

[TocTosIHHOE COBEPIICHCTBOBAHUE MEp M CPEJCTB 3alMThl MH(OpMAIMM HAa OCHOBE
IIPEEMCTBEHHOCTH OpPTaHU3aLMOHHBIX U TEXHMUYECKHUX PEUICHHH, KaJpOBOrO COCTaBa, aHAJINW3a
(GyHKIMOHUPOBAaHUS MH(OPMAIIMOHHBIX CHUCTEM M CHUCTEMBI €€ 3alUThl C y4eTOM H3MEHEHUI
B METOAAaX M CpeICTBaxX mepexBara HHGPOpPMAalKMU, HOPMATHBHBIX TPeOOBAHMN MO 3aIIUTe
UHpOpMAIUH.

IIpyuHIUN 10CTATOYHOCTH



CootBeTcTBHME YpOBHSI 3aTpar Ha oOecrnedyeHre HWHPOPMAIMOHHON O€30MacHOCTH U
[IEHHOCTH MH()OPMALIMOHHBIX PECYPCOB Ha BEIMYUHY BO3MOXKHOIO yiiep0a OT UX pasrialieHus,
YHUYTOXXEHUS U UCKaXKeHU. Vcromb3yeMble Mephl M CPeJICTBA 3aUThI HHPOPMAITUHU HE TOTKHBI
YXY/IIaTh 3PTOHOMHYECKHE TIOKa3aTe KOMIIOHEHTOB HH()OPMAITHOHHBIX CHCTEM.

IIpuHUMO 0TBETCTBEHHOCTH

Bo3noxxeHue OTBETCTBEHHOCTH 3a oOecreueHne Oe30macHOCTH WHpOpMaluu Hu ee
00paboTKM Ha KaXJ0ro padOTHHMKA B Mpeiesiax e€ro MoJHOMOuYuid. B COOTBETCTBUM C ATHUM
IPUHIIUIIOM paclpeiesieHue MpaB 1 0043aHHOCTE paOOTHHUKOB CTPOUTCS TaKUM 00pa3oM, YTOObI
B ClIydae JII000ro HapymeHus ObUT U3BECTEH HAPYIIUTENb.

IpuHuun 060CHOBAHHOCTH M TEXHHYECKOH pean3yeMoCcTH

NudopmaiimonHble TEXHOJOTUH, MPOrpPaMMHBIE W MPOTrpaMMHO-aNIapaTHble CpPECTBa,
Mepbl 3almuUThl UHGOPMAIUU JOKHBI OBITh pPeajn30BaHbl IO COBPEMEHHBIM PEIICHUSM,
000CHOBaHBI
C TOUKH 3pEHUS TOCTHKEHUS 33JaHHOT0 YPOBHSI 3aIUIIEHHOCTH UHPOPMALIUUA U SKOHOMHUYECKOMN
11eJIeCO00Pa3HOCTH, a TAaKKe COOTBETCTBOBATh YCTAHOBJICHHBIM HOpMaM U TpeOOBaHUAM
1o 6e30macHOCTH MH(POPMAITHH.

IMpunuun npodeccuoHaIn3zmMa

Peanuzanus mep 3ammrthl MHPOPMALIMKM U AKCIUTyaTallMsl CPEACTB 3alIUThl MHGOpMAIIUU
JIOJKHA OCYIIECTBIIATHCS MPOQPECCHOHATBHBIME CIICITUATUCTAMHU.

[IpuBneuenue crienuanu3upOBAHHBIX OpraHU3alui K pa3pabOTKe CPENICTB M peaau3aluu
Mep 3amuThl WHGOpPMAIUU, MOATOTOBICHHBIX K KOHKPETHOMY BHUAY JEATEIBHOCTH TIO
obecriedeHnIo 0e30MacHOCTH HH(OPMAIIMOHHBIX PECYPCOB, HMMEIOMIMX OMBIT MPAKTUYECKOH
paboThI U JIMLIEH3UH HA [IPaBO OKa3aHUs yCIyr B 3TOH 00JacTH.

IpuHUMNI MUHUMH3AIUM TPUBHUJIETHIl I0JIb30BaTe el

OOecrieyeHre MONB30OBATENEH  MPUBWICTHUSMH  MHHUMAIBHO  JOCTAaTOYHBIMU  JUIS
BBITTOJTHCHHSI UMM CBOMX JIOJDKHOCTHEIX o0s13aHHOCTEH B 'BJIOY.

4. OCHOBHBIE TPEBOBAHMUA 110 3SAIMTE UH®OPMALINN
OI'PAHUYEHHOI'O JOCTYIIA

CucreMa 3amuThl HTHPOPMAILIUHU JTOJDKHA TPEAYCMATPUBATh KOMIUIEKC OpraHU3allMOHHBIX,
IPOrpaMMHBIX U MPOTPaMMHO-AMIMAPATHBIX CPEJICTB U Mep M0 3alIUTe HHPOPMAILIUK B MPOLIECcCe
ee 00paboTKH.

Brimonnenmne TpeOOBaHMI JOCTUTAETCS 3a CUET pean3alii Ha 00beKTax HH(POpPMaTH3AIIH
Mep TI0 3aIuTe HHPOPMAIIUH:

- WACHTU(UKALMY U ayTeHTU(UKAIUN CYOBEKTOB JOCTYIA U 00BbEKTOB JI0CTYIIA;

- YIIPaBIJICHUIO IOCTYIIOM CYOBEKTOB JJOCTYIA K 00BEKTaM JIOCTYIIA;

- OTPaHUYEHUIO MTPOTPAMMHOM Cpebl;

- 3alUTe MAIIUHHBIX HOCUTENEH ePCOHATbHBIX JAHHBIX;

- perucrpanuu coObITHI 0€30MaCHOCTH;

- AHTUBUPYCHOM 3alIUTE;

- 00HapYKEHUIO BTOPKECHHUIA;

- KOHTPOJTIO (aHAJIM3Y) 3aIIUIIEHHOCTH EPCOHATBHBIX JTaHHBIX;

-00€eCcreyeHHIO 1[eJIOCTHOCTH HHPOPMAIIHIOHHONW CUCTEMBI U MIEPCOHATIBHBIX JTaHHBIX;

- 00€CIeYeHHIO TOCTYITHOCTH MEPCOHANBHBIX JaHHBIX;

- 3aIUTHI CPeIbl BUPTYaATU3aIIH;

- 3aIUTHl TEXHUYECKUX CPEJICTB;

- 3aIIUTHI UH()OPMAIIMOHHON CHUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U MepeIadl TaHHbIX;

- BBISIBJICHUIO MHIIUJCHTOB U PearupoBaHUE HA HUX;

-YIpaBICHUI0 KOH(HUTrypanmueld WHQPOPMAIMOHHOW CHUCTEMBI W CHUCTEMBI  3aIlUTHI
NEPCOHANBHBIX JaHHbIX.

I'BIOY, kak obnagaresns MHPOPMAIIMU OTPAHUYECHHOrO JIOCTYIA, MPU OCYILECTBICHUU
CBOMX IPaB 00sI3aHO:



- cOOMI0IaTh MpaBa M 3aKOHHbIE HHTEPECHI MHBIX JIULL;

- IPUHUMATh HEOOXOIMMBIE MEPHI TT0 3aIIKUTe HH(HOPMAIUH;

- OrpaHMuYMBaTh JOCTYN K HH(OpMaIMM, €ciu Takas OO0S3aHHOCTb YCTaHOBJIEHA
3aKOHOIaTeNbCTBOM Poccuiickon @enepannu.

B tom uyucne I'bJIOY, BmpaBe eciu HWHOE HE MPEIYCMOTPEHO 3aKOHOAATEIHLCTBOM
Poccutickoi ®@enepanuu:

- pazpelaTh UM OrpaHUYMBATh JOCTYN K MH(OpMAaLMU, ONpPENesITh MOPAJOK U YCIOBHS
TaKoro JOCTyIa;

- HCIOJIb30BaTh MH(OPMAIIHIO, B TOM YHCIIE PACIIPOCTPAHSATH €€, 10 CBOEMY YCMOTPEHUIO;

- nepegaBaTh HH(OpMAaLMIO APYrUM JIMIAM Ha YCTAHOBJIEHHOM 3aKOHOJATEIbCTBOM
Poccuiickoii ®enepainyii OCHOBaHUY;

- 3aIUIIAaTh YCTAaHOBJICHHBIMH 3aKOHOJATEeIhCTBOM Poccuiickoit denepanuu criocodamu
CBOM TIpaBa B CIy4yae HE3aKOHHOTI'O MOJy4yeHUsI UH(POPMALIUK WM €€ HE3aKOHHOT'O HCIT0JIb30BAHUS
VHBIMU JINLIAMY;

- OCYILLIECTBIISATh MHBIE EHCTBUSA ¢ MHPOpPMALMEH WM pa3pelaTh OCYLIECTBICHUE TaKUX
NEWCTBUH, €CIM JTH JCWCTBUS HE TNPOTUBOpeYaT QenepaabHbBIM 3aKOHAM H  JPYTUM
HOPMaTHUBHO-NIPABOBbIM akTaM Poccuiickoit denepanum.

3ammra MH(OpMAIMM OrPAaHMYEHHOIO JOCTyNa MpPEJICTaBiseT CcOO0OW MpHUHATHE
OpPraHM3allMOHHBIX U TEXHUYECKUX MEp, HAIPaBJICHHBIX HA:

coOmofiene  KOH(DUICHIMATBHOCTH HWHGOpManuu  (MCKIOYEHHE HEMPaBOMEPHOTO
JOCTYIa, KOMUPOBAHUS, MPEAOCTABICHHS WM PACIIPOCTPAHEHUS HH(OpMaInn);

obecrieueHne 1eIOCTHOCTH HH(opMauy (MCKIIIOUYEHHE HEMPABOMEPHOTO  YHHUYTOXKECHUS
WM MOAU(DULIMPOBaHUS HHPOPMAIIH);

peanu3anui0 TMpaBa Ha JOCTYyNl K HHpoOpMauu (MCKIIOUYEHHUE HEMPaBOMEPHOTO
O710KMpOBaHUS H(OPMALIUHN).

CpencrBa 3auUThl HHPOpPMAIMU BHEAPSIOTCS 10 pe3yIbTaTaM MPOBEIEHUS OLIEHKU PUCKOB
HH(pOpPMAIMOHHOM 0€30MTaCHOCTH.

Opranu3anus 3aluThl THPOPMALMHU

[Tpu opranmzammu B ['BJIOY 3ammtel nHGOpMaIMK, TOMKHBI BRITOIHATHCS TPEOOBAHMS
®denepanpHoro 3akoHa ot 27.07.2006 Ne 149-d3 «0O6 wundopmaruu, WHPOpPMAIMOHHBIX
TEXHOJOTHSIX M O 3aliuTe WHGOpPMALUW», KOTOpPbIE PErylupyloT OTHOILEHUS, CBS3aHHBIC
C YCTAaHOBIICHHEM, W3MECHEHHEM U TPEKpalICHHEM peKuMa OO0pabOTKH  3amuinaeMoin
napopmaruu. B TomM wuyumciae TpeboBaHHMS O 3ammTe HWH(OpPMAIMK, HE COCTaBJISIOIICH
TOCYJJapCTBEHHYIO TaliHYy, COJAEp’Kallelcssi B ToCyIapCTBEHHBIX HMH(OPMAIIMOHHBIX CHUCTEMax
yrBepkaeHHble npukazoM @CTIK Poccun ot 11.02.2013 Ne 17 «O6 yTBep)AeHUU TpeOOBAHHIMA
0 3ammuTe WH(pOpMalMHM, HE COCTABJIONIEH TOCYJAapCTBEHHYIO TalHY, COACpIKalleics B
rOCYJapCTBEHHbIX HH(OPMAIMOHHBIX CHUCTEMax» [yl TOCYJapCTBEHHBIX HH(OPMAIIMOHHBIX
cucteM 1o kotopsiM I'BJIOVY sBnsiercst OnepaTopom.

B I'BJIOY nmomMuMo peanu3amnui OCHOBHBIX MEp 3aIlUThl HH()OPMAIIH OCYIIECTBIISETCS

perynspHas OIEHKa U yIpaBlIeHHE pHCKaMH HH(OpMalMOHHONW 0e30macHOCTH
B COOTBETCTBHH C YCTAHOBJICHHBIMHU MPOLIETypaMy B 00JIACTH YIIPABICHHS PUCKAMU;

uHpopMupoBanue, oOydyeHHe U  NOBBIIEHHWE  KBadupUKaUMW  pabOTHHKOB
I'BAOY B chepe nHbOpMaLMOHHON G€30MM1aCHOCTH;

METOAMYeCcKass MOMOIIb pabOTHHKaM B BOMpocax oOecriedeHus WHQPOPMALMOHHOM
0e30MIacHOCTH;

aHaJIM3 U MOMCK BO3MOYKHOCTEH O MOBBILICHUIO YPOBHS 3alIUIIIEHHOCTH UH(POPMALIUH.

Jlnst opranuzanuu 3amutel nHGopMmaryu, I'6/I0Y BnpaBe npuMeHsTh CpeICTBA U METOJIBI
TEXHUYECKOM 3allluThl, NpeAlpUHUMATh JpYrHe, HE MPOTHUBOpPEYAIUE 3aKOHOJATENbCTBY
Poccuiickoii ®enepaiuiu, Mepsbl.

B pamkax oOecnieueHust 3amuThl HWH(GOpPMAlMK, B paMKax TPYAOBBIX OTHOIICHUM
HEOOXOJMMO O3HAKOMHUTBH IO/ POCIHCH PAaOOTHUKOB, JOCTYN KOTOPBIX K HH(pOpMaIuu
OrPaHUYEHHOI0 I0CTYIa, HEOOXOIMM 17151 BHITOJTHEHUSI MU CBOUX JTOJKHOCTHBIX 00sI3aHHOCTEH,



¢ mepeuHeM WHGOpPMAIMU OrpaHUYCHHOTr0 JocTymna, U npuHATeiIMU B ['B/IOY mepamu 3ammTsl
nHdopmanuu.

Oco0eHHOCTH 32U THI NEPCOHATBHBIX JAHHBIX

[Ipn opranuzauun oOpabotrku B ['BJOY mnepcoHanbHBIX JaHHBIX HEOOXOAUMO
PYKOBOJICTBOBaThCsl TpeOoBaHusiMu DeaepanbHoro 3akoHa ot 27.07.2006 Ne 152-®3
«O mepCcOHANBHBIX JTAHHBIX).

[lepeuenr Mep, BbIMONHEHHE KOTOpbIX oOecneunBaer ['BJIOY B kauectBe omepaTopa
MePCOHANIbHBIX JaHHBIX, TOJKEH BKJIIOYATh:

HazHaueHne B ['BJIOY oTBeTCTBEHHOro 3a OpraHu3alUil0 00paOOTKM MEPCOHATBHBIX
JTAHHBIX;

pa3paboTKy JOKYMEHTOB, OMNPEIEISAIONIMX TpaBWia B  OTHOIICHHH  0OpaOOTKH
nepcoHanbHbIX AaHHBIX B ['BJIOY, nokanbHBIX aKTOB O BOMpocaM 00paOOTKU MEpCOHATbHBIX
TTAHHBIX;

MPUMEHEHUE OPraHMU3alMOHHBIX W TEXHUYECKUX Mep IO obecredeHHIo Oe30MacHOCTH
MEPCOHANBHBIX JAaHHBIX B COOTBETCTBUU cO craTheil 19 denepanbHoro 3akona or 27.07.2006
Ne 152-®3 «O nepcoHaNbHBIX TaHHBIXY;

BBINIOJIHEHHE TPEOOBAaHUM MO COCTaBY U COACPKAHUIO OPTaHU3ALMOHHBIX M TEXHUYECKUX
Mep 10 o0ecrnedyeHnuto Oe30MacCHOCTH NEepCOHAJbHBIX JaHHBIX HOpU HX 00paboTke B
MH(POPMALIMOHHBIX CUCTEMaX MEePCOHATBHBIX JaHHBIX yTBEepKAEHHBIX [Iprkazom @®CTIK Poccun
or 18.02.2013 Ne 21 «OO0 yTBepXKIACHHH COCTaBa M COJCPKAHUS OPraHU3AlUOHHBIX M
TEXHUUYECKUX Mep MO 00eCTeueHNI0 0€30MacHOCTH MEPCOHANBHBIX JAHHBIX MPH UX 00paboTKe B
MH(POPMALMOHHBIX CUCTEMAaX MEePCOHAIBHBIX TAHHBIXY;

OLIEHKY Bpe€la, KOTOpPbI MOXKET ObITh NpPUYMHEH CYObeKTaM NEPCOHAJIbHBIX JaHHBIX
B ciydae HapymeHus @PenepanbHoro 3akoHa Ne 152-D3, cooTHolIeHHE YKa3aHHOIO Bpeja
Y IPUHUMAEMBIX OIIEpaTOPOM MEp, HAlIPaBICHHBIX HA 00ECIIEYeHUE BHIIOTHEHUS 0053aHHOCTEH,
npexycMoTpeHHbIx DenepanbHbiM 3akoHOM Ne 152-D3;

o3HakomieHue paborHukoB ['BJIOY, HemocpeACTBEHHO OCYIIECTBISIOMUX 00pPabOTKY
NIEPCOHAJIBHBIX JIaHHBIX, C IIOJOKEHUSIMU 3aKoHopjarenbcTBa Poccuiickoin denepannn
O IEPCOHAJBbHBIX JAHHBIX, B TOM 4YHCJE TPeOOBaHUSAMHU K 3alllUTE NEPCOHAIbHBIX JIaHHBIX,
JTOKyMEeHTaMu, onpenesstomumu TpedoBanus ['BJIOY B oTHomeHnn 00paboTKH MEePCOHATBHBIX
JAHHBIX 1 00y4yeHHe, IpyU HEOOXOIMMOCTH, YKa3aHHBIX paOOTHUKOB.

O6ecnieuenre 0€30MaCHOCTH MTEPCOHATIBHBIX TAHHBIX JIOCTUTACTCSI, BUYACTHOCTH

olpeNlesieHueM Yrpo3 M  HapymuTened O0e30MacHOCTH  IMEPCOHANbHBIX  JaHHBIX
pu ux 00paboTke B MHPOPMAITMOHHBIX CUCTEMAaX I1EPCOHABHBIX JaHHBIX;

OINPENIETICHUEM YPOBHS 3alllMIIEHHOCTH NEPCOHAIBHBIX JaHHBIX B COOTBETCTBHM
¢ tpeboBanusmu [locranonenus [IpaBurenscrtBa Poccuiickoit @enepamuu ot 01.11.2012 Ne
1119 «O6 yTBepxaeHUM TpeOOBaHUI K 3alUTE MEPCOHAIBHBIX JaHHBIX NPU HUX 00paboTkKe
B MH()OPMAITMOHHBIX CUCTEMAX NEPCOHABHBIX JaHHBIX;

MIPUMEHEHHUEM MPOIIEIIINX B YCTAHOBICHHOM MOPSAKE MPOLENYpPY OLEHKH COOTBETCTBUS
CPEICTB 3aIIUTHI HH(OPMAIUK;

OLIEHKOW (P (PEKTUBHOCTH MPHUHUMAEMBIX Mep 10 3aIUTE NEPCOHAIBHBIX JaHHBIX 10 BBO/IA
B AKCILTyaTal1o HH(OPMALIMOHHON CUCTEMBI IEPCOHANIbHBIX JAHHBIX;

BOCCTAHOBJICHHEM MePCOHATBHBIX JAHHBIX, BCJIC/ICTBUE MONTy4eHUs
HECaHKIIMOHUPOBAHHOI'O JOCTYIIA K HUM;

YCTAaHOBJIEHMEM MpaBWJI JOCTylla K IEpPCOHAJIbHBIM JIaHHBIM, OOpa0aThIBA€MbIM
B MH(GOPMAIIMOHHBIX CHCTEMax IMEpPCOHANbHBIX JaHHBIX, a TaKke 00eCrneYeHHeM PETUCTpaluu
U yueTa BCeX JEHCTBMI, COBEpIIAEMBIX C IMEPCOHAIBHBIMU JAHHBIMH B HMH(OpMAIMOHHBIX
CUCTEMaXx MEepPCOHAbHBIX JAHHBIX;

KOHTpOJIEeM 32 TMPUHHMaeMbIMH MepaMH MO 3al[UTe TMEPCOHAIBHBIX JaHHBIX U
OIPEJIEIIEHHOI0 YPOBHS 3alUIIEHHOCTH HHPOPMAIIMOHHBIX CUCTEMaX NEPCOHANbHBIX JaHHBIX B
rporecce
ee dKCIUTyaTaluu.



5. OCHOBHBIE TPEBOBAHHA K TIPONECCAM OBECHHEYEHMSI
NHO®OPMAIIMOHHOU BE3OITACHOCTH

MeTtoaudeckoe pPyKOBOJICTBO, pa3pa0dOTKy pemieHud mo 3amure uH(OopManuu,
corjacoBaHuE€ BBIOOpa CPEJCTB BBIYUCIUTEIBHOW TEXHUKH, MPOTPAMMHBIX W TPOrPaMMHO-
anmnapaTHBIX CPEICTB 3aIIUTHI HH(GOPMAIUHU, OpraHU3aIMI0 PA0OT MO BHISIBICHUIO BO3MOXHOCTEH
U IPEAYNPEXICHUIO YTEUKH U CBOMCTB 3amuiaemMoii nHdopmarmu, ocymectsisier 'b/10Y.

dusznyeckas 6€30MACHOCTH

[IpunsTHIE OpraHU3allMOHHBIE U TEXHUYECKHE Mephbl mo 3amute nomemenuit 'OV,
CEepBEPHOr0 M KOMMYTAIIMOHHOTO OOOPYIOBaHMs, aBTOMAaTH3MPOBAHHBIX pPabOUYMX MecCT
nonp3oBatenei nHpopmanroHHbix cucteM ['5/I0Y obecneunBaroT peanuzanuio ClIeayoIux Mep
110

pasrpaHuyeHuio Aoctyna padotHukoB B momemnieHus ['BJIOY B cooTBeTcTBUU C HX
TTOJIHOMOYHSIMU U JOHKHOCTHBIMU OOSI3aHHOCTSIMU,

peructpanuu (HakToB BXoJa PaOOTHUKOB B IMOMEIIECHUS B KOTOPBIX BeaeTcs oOpaboTka
MEPCOHANIbHBIX JAHHBIX;

KOHTpoJupyeMomMy npedbiBanuio nocroponuux juil B 'bJJOY B momernieHus, B KOTOPBIX
BeneTcs 00paboTka nHGOpMAIIMK OTPAaHUYEHHOTO JOCTYIA U Pa3MEIeHbI anapaTHbIe CPeICTBA
nH(OPMaIMOHHON CUCTEMBI,

OpTaHU3AIHH PEKUMA KOHTPOIUPYEMOT0 BHOCA/BBIHOCA CPEACTB 00paObOTKN MH(OPMAIIUH.

[Tomemenuss I'BAOY pomkHbl OBITH 000PYIOBaHBI JIETEKTOPAMH OTHSA W JbIMA,
OTHETYIIUTENSIMU, CUCTEMaMH KOHJUIIMOHUPOBAHHS BO3AYyXa, CPEACTBAMH OXPaHHO-TIOKAPHON
CUTHAJIM3AIUH.

OcHoBHOE cepBepHOE 1 KOMMYyTarmoHHoe ooopyaoBanue ['6JIOY n0mkHO OBITH 3aITUIIICHO
OT mepeboeB B Mojaue 3JICKTPOIHEPTHH MyTeM MOIKIIOYCHHS K AJIEKTPOCETH C MPUMEHEHUEM
HMCTOYHUKOB Oecriepe0OiHOro MHTaHUS W PE3epPBHOTO Ju3eib-TeHepaTopa. VCTOYHUKH
Oecriepe0oiTHOr0 MUTaHusI HeOOXOIMMO PETYIISIPHO TECTUPOBATH U MPOBEPSITH YITOITHOMOYEHHBIM
pabotaukam ['BJIOY B cOOTBETCTBUH C pEKOMEHIAIUSAMHI MTPOU3BOIUTEIIA.

[lopratuBHbIE TEXHMUYECKHE CpEACTBA HE JOJDKHBI OCTaBaThCsl 3a IpeaeaaMu
koHTposmpyemoit 30ub1 [ BJIOY 6e3 koHTpois co croponsl paboraukoB ['B/IOY.

be3onacHocth HA padouem MecTe

3anpeliaercs BECTH 3alKCh Hapojiiedl B OTKPHITOM BUJIE HA MAaTepUaIbHBIX HOCUTEINS,
3a UCKJTIOYCHUEM CIIY4aeB, PErJIaMEHTUPOBAHHBIX METOJOB XPaHEHUS.

JIOKyMEHTBI U HOCUTEIH C MH(pOpMAIMel OrpaHUYeHHOIro JOCTYIa JOJKHBI YOUpaThCs
B omeuaThiBaeMmble MecTa (ceiidpl, mkadpl W T.aI.), TOpH yxome ¢ pabodyero mecra.
Ha aBromarmsupoBanHOM pabodem wmecte [lomp3oBarenss pabouas ceccusi JODKHA OBITh
npepBaHa, pabouunii cro 3ab6J0KupoBaH. Bxos monp30BaTenis B CHCTEMY HE OJKEH BBITOTHATHCS
ABTOMATUYECKHU.

JIoKyMeHTBI, cojepkane WH(HOPMAIMI0 OrPaHUYCHHOTO JOCTYIAa, OJDKHBI Cpa3y
M3bIMAThCSl W3 MEYaTaloluX YCTpoWcTB. s yTHiaM3anuu KOH(UICHIHAIBHBIX JTOKYMEHTOB,
JOJKHBI MCIONIB30BAThCS YHUUTOKUTEIH JOKYMEHTOB HE HUXe 4 YpOBHS MO CTaHAAPTY
0€30I1acHOCTH, TPUMEHIEMOMY K YHUUTOXKUTEISIM JIOKYMEHTOB.

[Ipn wucmonb30BaHWU MOOWJIBHBIX TEXHUYECKHUX CPEACTB HEOOXOIMMO COOJ0IATh
JIOTIOJTHUTENBHBIE MEPBI IO PErJIaMEHTAIlMU U KOHTPOIIO MCIOJIb30BaHUS B MH(OpMaIMOHHON
CUCTEME MOOMJIBHBIX TEXHUUYECKUX CPE/ICTB.

Haxoxnenue mpenctaBuTeneil IOPUAMYECKUAX JIMI] B PaMKax HCIOJHEHHS JTOTOBOPHBIX
0053aTelbCTB B TMOMELIEHUSX B KOTOPBIX BeaeTcs o0paboTka MH(OpManuu OrpaHMYEeHHOTO
J0CTyrna HH(POPMALIMOHHOM CHCTEMBbI, BO3SMOKHO TOJIBKO B COMPOBOXAeHUHU padotHuka ['B/I0Y
JONYILIEHHOTr0 10 00paboTKK Takol MHGOpMAIIIH.

Pa3merienne TEeXHUYECKUX CpeACTB BbIBoga uHMopmaruu B mnomenieHusx [BJIOY
MPOU3BOJMUTCS C YYETOM HUCKIIOYCHHS BO3MOXKHOCTH BHU3yaJlbHOI'O0 MPOCMOTpa WH(MOpMAIUU
MTOCTOPOHHUMM JINIIaMU ¥ pabOTHUKAMHU, HE TOMYIICHHBIM K paboTe ¢ JaHHOH HH(OopMaInei.



TexHuueckne cpeicTBa AOIKHBI PAa3MEIIATBCS U XPAHUTHCA TaKUM 0Opa3oM, YTOObI
COKpPAaTUTh BO3MOKHBIM PUCK OBPEXACHUS U YTPO3bl HECAHKIIMOHUPOBAHHOI'O IOCTYTIA.

TexHuveckoe 00c/ay;kKuBaHNe 000Py10BaAHUS

Texunueckue cpeacta ['BJIOY nomkHBI MPOXOAUTH HA PEryIsPHOM OCHOBE CEPBHCHOE
00CITy’)KUBaHHE B COOTBETCTBUH C PEKOMEHIALIMSIMU [TPOM3BOIUTENEH 000py10BAHHS.

PemoHT M cepBucHOe 00CTy)XKMBaHHE OOOPYAOBAHUS JOHKHBI BBIMOJHATECS TOJBKO
KBaJIN(DUIIMPOBAHHBIMU CHEIIUATIUCTAMH.

Texnuueckoe o0cIyXHBaHUE OOOPYJOBAHUS CTOPOHHUMM OpraHM3alUsIMU HE JOJKHO
MIPUBOAUTH K PUCKY HapyIIEHUS KOH(PUICHIIMATBHOCTH 3alIUIaeMOi MH(pOpMAaIIH.

B3anmopeiicTBHue ¢ TpeTbUMH JTULAMU

B nemsx obecneuenuss napopmannonHoit 6ezonacHoctr ['6JI0OY mpu B3ammoneiicTBun
C TPETHUMH JIMLIAMU JI0JIKHO BBIIIOJIHATH CIEIYIOIINAE MEPOIIPUATHS T1O:

3aKIIIOYCHUIO COTJIAIEHUS] O HepasIrJIallleHnd HWH(OpMAIMM OrpaHUYEHHOT'O JIOCTYyIIa
MOJy4EHHON B XO/1€ UCTIOJIHEHUS IOTOBOPHBIX 00S3aTENbCTB,;

OCYILIECTBIEHUIO KOHTPOJIS 3a ACUCTBUAMU NPEACTaBUTENIEH KOHTPAareHTOB B Ipeaeiax
KoHTponupyeMmoii 30861 I'BJIOY.

YnpasiieHue ;KU3HEHHbIM HHMKJIOM HHGOPMAUHOHHBIX CHCTEM

Meponpustus B mpoliecce )KU3HEHHOr 0 ukIa nHpopMauoHHbix cucteM ['BJI0Y momxHbI
OBITH HAPaBJICHBI HA 0OECIIeUeHNE 3AIUTHl HHPOPMAIIUH ITPH BBOJE B ICHCTBUE, IKCILTyaTaIlHH,
COIIPOBOXICHUH U MOJIEPHU3ALIUH, BEIBOJA U3 DKCILTyaTalluH.

OcHoBaHMeM IpHU pa3paboTKe MHPOPMALMOHHBIX CHCTEM JOJIKHBI SIBISATHCA PELICHUS
NPUHATBIE Ha CTaguu (OPMHUPOBAHUS TpeOOBaHMM, conepXkamue TpeOOBaHHS B TOM YHCIE
10 CUCTEME 3aIIUTHI UHPOPMALIUHU.

JIroboe muaHMpyeMoe K BHEIPEHUI0 H3MEHEHHE HH(POPMALMOHHOW  CHCTEMBI
MPEIBAPUTENHLHO TOJDKHO OBITh TPOAHATM3UPOBAHO HA COBMECTUMOCTD M OTCYTCTBHE HApyIICHUN
paboTOCIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHCJI€ CPEACTB 3alllUThl HH()OPMALIUH.

Paborsl mo MonepHu3anuu HWH(GOPMALMOHHOW CHCTEMBI, B TOM YHCIE IO YCTaHOBKE
[IPOrpaMMHOro oOecrieyeHus] U OOHOBJIEHUH, TODKHBI MPOBOAUTHCS B Hepabouee BpeMs WM
BpEMs HAUMEHbLIEH pabodell Harpy3KHu.

IIpu BBIBOZE W3 3KCIIyaTalUd HMH(OPMALMOHHBIX CHUCTEM JIOJDKHO 00eCreuyuBaThCs
rapaHTHPOBAaHHOE yjaajeHue oOpabaTpiBaeMOil M XpaHMUMOW B HHUX HH(POpPMALUU C
WCIIONB30BAaHUEM CpEACTB TapaHTHPOBAHHOTO YHUYTOXKEHHS HMHPOPMAIUU WM  IyTeM
(hU3UIECKOTO YHUUTOXKEHHS HOCUTENeH HH(BOpMAITUH.

Bee mponenypel obecniedenus 3amuThl MH(popMmauuu, ycraHoBieHHole B [BIOY
B OTHOUICHWHM WH(OPMALMOHHBIX CHCTEM, JIOJDKHBI BBIMONHATBCS W KOHTPOJIMPOBATHCS
OTBETCTBEHHBIMU JINLIAMH 332 OPraHU3aLUI0 PA0OT 10 3aIUTE HH(OPMALIUN.

KonTpoJs goctyna k HH(pOpManMOHHBIM CHCTEMaM

Bce pa6ornuku I'BIOY, nonymeHnnsie kK padote ¢ HHOOPMAIMOHHBIME CHCTEMAaMU HECYT
MEPCOHANIBHYI0 OTBETCTBEHHOCTh 32 HApYIIEHUS YCTAHOBJIEHHOTO TMoOpsiaka 00paboTku
uHpopmaruu.

VYpoBeHb MOTHOMOYMI monb3oBarens B HHpopManumonHoi cucreme ['BJAOY nomxen
OIPENENATHCS B COOTBETCTBUU C €r0 JODKHOCTHBIMU O0S3aHHOCTSIMHU.

Hoctyn  monb3oBatenet k  uHpopMmanuoHHbIM — cuctemam  ['BJIOY  nomxen
KOHTPOJHMPOBATHCS aIMUHUCTPATOPOM HH(OPMAITHOHHOMN CUCTEMBI.

OcymiecTBienue peryaspHoro KOHTPOJISA BBITIOJTHEHUSI OpraHU3allMOHHO-
pacropsAUTENbHBIX JOKYMEHTOB, KacarollluXcs perjaMeHTaluu jpomnycka paboraukos I'B/IOY k
MH(pOPMALMOHHBIM CUCTEMAM.

Nnentudurkanus u ayreHTHpuKanmus

Jloctyn nonb3oBaresiel K MH(GOpMaMOHHBIM CHCTEMaM J0JKEH MPEI0CTaBIATHCS TOIBKO
MIOCJIE YCIIEUIHOTO 3aBepIICHUs HICHTH(PHUKALINHY, ayTeHTU(DUKAIIUH.



[Tonyuenue monp3oBareneM MMEHH B HMH(OPMALIMOHHOW CHUCTEME M Napolis, KOTOpble
o0ecreunBalOT JOCTYyn K HWHGOPMAIMOHHON CHCTEME, JODKHO OCYIIECTBISTHCS IO
MIPE/ICTaBICHUIO PYKOBOJUTEISI CTPYKTYPHOI'O ITO/IPA3/IeIICHUS.

YnpasJjieHue 10CTyIIOM

B I'BIOY nomKHO OCYIIECTBIATHCS YIPABICHUE JOCTYIIOM K HH(POPMAIMOHHON CHCTEeMe
MIOCPEJICTBOM peaTn3aluid HEOOXOIUMBIX METOJI0B, THUIIOB U TMPaBWJI pa3TpaHUYECHHUs IOCTYyIa
nosb3oBaTensiM uHpopmarmonHoit cuctemsl ['BI0OY. B ToM ymcie obecniedeH 3aniunieHHBINA
yIaJeHHbIN JOCTYN CyOBEKTOB AOCTYIA K 00BEKTaM JIOCTyNa Yepe3 BHEelHnEe HHPOPMAIIOHHO-
TEJIEKOMMYHHUKAIIMOHHBIE CETH.

Be3onacHocTh npu padore ¢ HOCUTEJIMU HHPOPMALMH

Padorauku T'BJIOY nomxkHBI HCHONB30BaTh TONBKO YYTCHHBIE CHEMHBIC MAalTUHHBIE
HOCUTENHM WH(OPMAIIUU 7S BBIIIOIHEHUSI CBOUX JOJDKHOCTHBIX 00si3aHHOCTEH. Vcnonb30BaHue
ChEMHBIX MaITMHHBIX HOcuTene nHpopmanuu B 'bJIOY B MHBIX 1ENAX CTPOro 3anpemnieHo.

CpemMHBIE MalIMHHBIE HOCUTENHM HH(OpPMAlMMU [OJKHBI XPAHUTCS B OMNEUATHIBAEMbBIX
mkagax, B TOMEIIEHUSX B KOTOPBIX MpeaycMOoTpeHa o0paboTka mH(GOpMaIii OrpaHHYEHHOTO
J0CTyIna.

B ciydae kpaku Wiin oTepy Cb€MHOI'0 MATMHHOIO HOCUTEINSI MH(OpMALIUH, a TAKKE UHBIX
WHIUJICHTOB, KOTOPhIE MOTYT IMPHUBECTH K HAPYIICHUIO CBOMCTB MH(OpMALUU OTPaHUYCHHOTO
JOCTYIIA, JOKHBI IPOBOIUTHCS MEPOIPUSITHS 110 PACCIICOBAHUIO TAKMX MHIIUJCHTOB.

[Ipu BBIBOJIE 13 AKCIUTyaTAIl[MH CHEMHOI'0 MAIIMHHOTO HOCUTES MH(OpMaLiY, BCE TaHHBIE,
XpaHsIIecs: Ha HeM, JOJDKHBI ObITh yAalIeHbl ONMpeleIeHHON KOMUCCHEH U3 yrciia pabOTHHUKOB,
CPEICTBOM TapaHTUPOBAHHOTO YHUUTOXKCHUSI HHPOPMAIIHH.

®dakT yHUYTOXKEHUsS HWH(POpMAIMM Ha CHEMHOM MAIIMHHOM HOCHTENe HH(POPMALUH
¢ukcupyercs B akTe 00 YHUYTOXKEHHH HMH(POpPMAIIMM CO CHEMHOTO MAIIMHHOTO HOCHTENs
nH(pOpMaLUH.

Perncrpanus codbITHil

B TIBAOY nmomkHa  OCYIMIECTBIATBHCS  PETHCTPAIlMA  COOBITMH  OE€30MacHOCTH
Ha BCEX KOMIIOHEHTax HH(OpPMAlMOHHBIX cucTeM KomuTeT, B KOTOpPBIX 0OOpabaThiBaeTCs
3amuniaeMas uHpopMaIus.

AHTHBHUPYCHAsI 3alIIUTA

B wmensax oOHapyxeHuss W ycTpaHeHus BpedoHOCHBIX mporpamMm B I'BJIOY  nomxHsl
HCIIOJIb30BAThCS CPEJICTBA AHTUBUPYCHOM 3allIUThl HH(POpMAaLIUH.

OO6s13aTeIbHOMY KOHTPOJIIO CPEJICTBOM AHTUBUPYCHOW 3allMThl MH(DOpPMALUU JOJIKHA
nojuiexarp Jirobass umHpopmauus (TeKCToBble (ailibl m00bIX (opmaToB, (aliabl JaHHBIX,
UCTIONHSAEMBIE (ailypl), Mmoilydyaemas W TepefaBaeMasi 1O JIOKAJbHOW BBIYMCIUTEIHHON CETH
B TOM YHCJI€ U CETSIM OOILIEro Mojb30BaHUs, a Takke MH(OpMalMs, XpaHUMas Ha ChEMHBIX
MAalIMHHBIX HOCUTETSX UHPOpMAIIHH.

[Ipn ycTaHOBKE HpOrpaMMHOro OOecleueHusi WM €ero OOHOBJIEHUS Ha CEBEpPHOE
o0opylioBaHUE JOKHA aBTOMATUYECKU BBIMOJIHATHCS MpeiBapUTeibHasl MPOBEpKa JaHHOIO
MIPOrpaMMHOTr0 00ecreYeHHs Ha OTCYTCTBHE BPEJOHOCHOT'O MMPOrPAMMHOI'0 00ECTIeUeHUSI.

OOHoBnenune 0a3 CUTHATYp AJIsL CPEACTBA AHTUBHUPYCHOM 3aIlIUTHI MH(MOPMAIIUHN JTOJKHBI
OOHOBJISITHCA €KETHEBHO.

[Tonb3oBaTenn 6e3 npaB aAMUHUCTpaTopa uH(OPMAIMOHH 01 CUCTEMBI
I'BAOY He MOomKHBI UMETh BO3MOXXHOCTD MOIYICHHUS TOCTYIA K KOHPUTYpAIIUA aHTUBUPYCHOTO
CPEICTBA 3aIIMTHI WK €r0 OTKIHOYESHHUS.

KoHTpo/1b 3a1MIIIEeHHOCTH NEPCOHAIBHBIX JAHHBIX

B nensx uckirodeHHs SKCILTyaTalluu YS3BUMOCTEH MPOrpaMMHOT0 00eCIIeYeHUST TOMKHBI
MPOBOIUTCA pPAaOOTHl 1O BBISIBICHUIO, AHAIHM3Y YSI3BUMOCTEH WH()OPMAIIMOHHONH CHCTEMBI
U OIlEpaTUBHOE YCTPAHEHHE BHOBb BBISBIEHHBIX ysI3BUMOCTeW. B ToM umcie opranuzanus
KOHTPOJII YCTAaHOBKH OOHOBJICHHSI MPOrPAMMHOIO OOECIEeUeHUs BKIIOYAsi CPEJICTB 3alIUThHI
nHpopmanuu.

Hcnonb30BaHue NPOrpPaMMHOI0 odecredeHust



Bri6op mporpammuoro oGecrneueHus i npousBoacTBeHHBIX HYx)I ['BJOY nmomxen
MIPOU3BOJUTHCS B MPUOPUTETE K OTEUECTBEHHOMY, BHECEHHOTO B EMWHBINA peecTp pOCCUNUCKUX
MIpOrpaMM ISl 3JIEKTPOHHBIX BBIYMCIUTENBHBIX MAaIIMH W 0a3 JaHHBIX. B ciiydae oTcyTcTBHA
aHasora B EMMHOM peecTpe pOCCHICKUX MPOTrPaMM IS AJIEKTPOHHBIX BBIYHCIUTEIHHBIX MAIINH
n 0a3 JaHHBIX JIOMYCKAeTCS MCIONb30BaTh MPOrPaMMHOIO0 OOECHeUYeHHe HMMIIOPTHOTO
IIPOU3BO/ICTBA.

Hcnoab3oBanue cpecTB KPUNTOrpaduueckoi 3auuTsl HHGopMau

ObecrieyeHrie  3alUThl  MH(POpPMAIMM  OTPAHUYEHHOTO  JOCTyMa OT  PacKpBITHS,
MoauuKaum
Y HaBs3bIBaHMs (BBOJAA JIOKHOM WH(MOpMAIMK) TIpH €€ mneperade (MOArOTOBKE K Iepesaye)
[0 KaHajaM CBSI3M, UMEIOIIMM BBIXOJ 3a Mpeesibl KOHTPOIUPYEeMOW 30HBI OOecreuynuBaeTcs
MIPUMEHEHHEM CPEACTB KpUNTOrpaduyeckoi 3amuThl THPOPMAIUH.

[Ipnobperenne  cpencrts  kpunrorpapuueckord  3ammtbl  uHpopmauuu ['BJIOY
OCYILIECTBIISIETCSI HA OCHOBAHUU JOIOBOPOB M KOHTPAKTOB C JIMIIAMUA UMEIOIIUMU JICHCTBYIOLIYIO
muensuto @CBb Poccun Ha ocylecTBieHHE EATENBHOCTH MO pa3padoTKe, MPOM3BOJCTBY,
pacrpoCcTpaHeHHUIO MUPPOBATBHBIX (KPUITOrpapUIECcKrX) CpeicTB, HHPOPMAIIMOHHBIX CHCTEM
U TEJIEKOMMYHHMKAI[MOHHBIX CHUCTEM, 3alllMUICHHBIX C MCHOIb30BaHUEM IIU(POBAIBHBIX
(xpunTorpadMuUECKUX) CPEeICTB, BHIMOIHEHUIO paboT, OKa3aHUIO YCIYT B 00JaCTH IU(POBAHUS
nH(POPMALIUHU, TEXHUYECKOMY OOCTYXHBAaHHUIO MH(PPOBATBHBIX (KPUITOrpaguIecKnx) CpesCcTB,
HMH(OPMaIMOHHBIX CUCTEM U TEJIEKOMMYHUKAIIMOHHBIX CUCTEM, 3aLIUIIEHHBIX C UCIIOJIb30BaHUEM
U poBaATBbHBIX (KpUNTOrpadhuyecknx) CpeAcTB (3a HCKIIOUEHUEM clydasi, €ClIH TEXHUYECKOe
oOcimykuBaHue MUPPOBAIBHBIX (KpUOTOrpapuuecKux) CpeacTB, WH(GOPMALMOHHBIX CHUCTEM
U TEICeKOMMYHUKAIIMOHHBIX CHCTEM, 3alllMIICHHBIX C HCIOJIb30BaHUEM IIU(POBATIHHBIX
(kpuntorpaduyecKkux) CpEeACTB, OCYILECTBISETCS JUIsi OOeCHedeHUs COOCTBEHHBIX HYXK]I
IOPUMYECKOTO JIUIA WA WHANBUAYAILHOTO MPEIIPUHUMATEIS).

Hcnoab30Banue 3JIEKTPOHHOIM MOYTHI

DNeKTpOHHAs IMoYTa JOJDKHA ucnonb3oBaThes B ['BJIOY ¢ menbro opranuzanuu oOMeHa
JJIEKTPOHHBIMH ~ COOOIICHUSMU MEXJIy paOOTHUKaMM M CyObeKTaMH HH(POPMALMOHHOM
0€30I1aCHOCTH.

[Ipu ucnonb30BaHNU AIEKTPOHHOM MOYTHI 3aIPELIACTCS:

oOMeH wuHpopManuMe A CIy)KeOHOro TMOJb30BaHMSA, a Takke uHpopManuen
OrPaHUYEHHOI0 JIOCTYIIA;

MIPeI0CTaBIEHUE JJOCTYTIA K 3JIEKTPOHHOM MOYTE C UCTIOIb30BAHUEM JAHHBIX CBOEH YUETHOM
3aMKCy TPETHUM JIHIIAM;

MyOJIMKAIUsS CBOETO CIY)KEOHOTO aapeca 3JIEKTPOHHOM MOUTHI B AJIEKTPOHHBIX KaTallorax,
Ha TIOMCKOBBIX MaIllMHAX M JpPYTUX pecypcax cetu HHTepHeT B 1ensiX, HE CBS3aHHBIX C
WCIIOJIHEHUEM CBOMX JIOJKHOCTHBIX 00s13aHHOCTEH;

MIOJIITHICKA TI0 AJIEKTPOHHOM MOUTE Ha PA3IUYHbIE pEKIIAMHbBIE MaTEPHAJIbI, JIUCTHI PACCHUIKH,
AJIEKTPOHHBIE KXYPHAJIBI M T.XI., HE CBA3aHHBIC C BBHIMOJIHEHHEM IIOJB30BATENEM JTOKHOCTHBIX
00s13aHHOCTEM;

OTKpBITHE (3allyCK Ha BBINOJHEHHE) (aiiaoB, IMONYUYEHHBIX IO 3JIEKTPOHHOH MOuTe
Wi "3 pecypcoB cetu MHTepHer, 0e3 MpenBapUTENbHOM IPOBEPKH HX AHTUBHUPYCHBIM
MIPOrPaMMHBIM 00€CTIEYEHUEM.

Pabora B ceTsix 0011er0 N0JIL30BAHUS

I'BJOY ocrainsier 3a cob6oi mpaBo OJIOKHUPOBATH WM OTPAHUYUBATH TOCTYIT pAOOTHUKAM K
CETSIM CBsI3U OOILIEro MOJIb30BaHUs, B TOM 4Kciie ceTu HTepHeT, cofepkaHie KOTOPhIX HE UMEeT
OTHOUICHHUS K MHCIIOJHEHUIO JODKHOCTHBIX OOS3aHHOCTEH, a Takke K HH()OpMaIMOHHBIM
pecypcaMm, coAepXaHHE€ M HalpaBJICHHOCTh KOTOPBIX 3allpellleHbl 3aKOHOJATEIbCTBOM
Poccuiickoii denepanumu.

Nudopmanuss o mnocemaembix paborHukamu ['BAOY wuH(MOPMALMOHHBIX pPECypCoOB
MIPOTOKOJIUPYETCSl Ul TOCIENYIOIIero aHajlu3a U, IOpU HEOOXOIMMOCTH, MOXKET ObITh



MpeJICTaBlIeHa PYKOBOAUTENSIM CTPYKTYPHBIX MOJApa3AeiieHul, a Takke pykopoautento ['6JIOY
JUTSL KOHTPOJISL.

[Ipu ncnonb3oBannu cetu MHTEPHET 3aMpelIeHO:

ucnomnb3oBaTh npegocrapieHHbl ['BJIOY noctyn B cets HTEpHET B IMUHBIX EJIAX;

WCIIONIb30BaTh  HECAaHKIIMOHUPOBAHHBIE MPOrpaMMHBIE W MPOrpaMMHO-AIIAPaTHHIE
CpEeJICTBA, MO3BOJISIONINE MOTYYUTh HECAHKIIMOHUPOBAHHBIN TOCTYN K ceTu HTepHeT;

nyOJIMKOBaTh, 3arpyXkarb U paclpoOCTPaHATh MaTepualbl COAEpIKallue HEIOCTOBEPHYIO
nadopmarmto o 'BJIOY, a raxke panscupunupoats cBoi [P-aapec.

Pe3epBHOe KONIMpPOBaHNE H BOCCTAHOBJICHHE JAHHBIX

Ocy1iecTBieHrEe PE3EpPBHOT0 KOMMPOBAHUS JOIKHO OCYLLECTBIIATHCS AJIS:

nHpopmaruu oOpabaTbiBaeMoii Ha (alIoBOM cepBEepe U CepBepe MNPUIOKCHHH,
nH(}OPMaIMOHHON CHCTEMBI,

pabounx MecT aIMHUHUCTPATOPOB HHPOPMAIIMOHHOU CHCTEMBI.

YacroTra U peXuM pe3epBHOrO KOMUPOBAHHUS YCTAHABIMBAIOTCS TaKUM 00pa3zoM, 4TOOBI
00ecreunTh MUHUMAIIbHYIO TTOTEPIO TaHHBIX U ONEPATUBHOE BOCCTAHOBJICHHE.

Pe3epBHOE KONMpOBaHHME JIOJDKHO OCYIIECTBISATHCS B  aBTOMaTHYECKOM pPEKUME
C NPUMEHEHUEM OTEYECTBEHHOI'O CHELUATU3UPOBAHHOIO CPEJICTBA PE3EPBHOIO KOMUPOBAHUS
C JCUCTBYIOUIMM CEpTU(UKATOM COOTBETCTBHUS MO TpeOOBaHHSIM Oe30MacHOCTH HH(OpMALUU
OCTIK Poccun.

6. OCHOBHBIE TPEBOBAHUS K TIPOUECCAM YIIPABJIEHUSI
NH®OPMAIIMOHHOU BE3OITACHOCTBIO

MoHnTOpHHT HH(POPMALIMOHHOM 0€301TACHOCTH

Ha nmocrostHHON OCHOBE JOKEH MPOBOAUTHCA KOMIUIEKCHBIN aHan3 (QyHKIMOHUPOBAHUS
unpopmanmonHorn cuctembl ['BJIOY u  BO3HUKAOMUX COOBITUH  WMH(OPMAIMOHHON
6e30MacHOCTH.

[Ipouiecc MoHUTOpUHTA cUCTEMBI oOecrieueHus: HH(OPMALIMOHHON 0€30MacCHOCTH JOJKEH
BKJIIOYaTh B ce0s KOHTPOJIb OPraHU3allMOHHBIX M TEXHMUYECKUX MeEp MO 3amuTe nHbopMaiuu,
aHaJIM3 MapamMeTpoB KOH(PUTypalluu U HACTPOUKHU CPEJICTB 3aUThI HH(OPMAIIHH.

[Ipy mpoBeneHMHM KOHTPOJIBHBIX MEPOIPHUATHM, CBA3aHHBIX C OLICHKOM pealu3aluu Mep
no 3amute uHpopMmanuu B I'BJIOY, ynomHoModeHHbIe PaOOTHUKH JTOJDKHBI MPUIEPKUBATHCS
CJIEYIOIUX IPUHIIUIIOB:

He HapymaTh QyHKImoHUpoBaHue aesreabHocta [ B0Y;

JENCTBOBAaTh B COOTBETCTBUHU C YTBEPKIECHHBIMU OpPraHU3al[MOHHO-PACIOPSAIUTEIbHBIMU
nokymentamu 'BJIOY mo 3amure nadopmanuu;

HE CKPBIBATh (PaKTHI BBISBICHHBIX COOBITHI MH()OPMAIIMOHHOH 0€30MaCHOCTH;

oopMIIATh OTYETH, TMOATBEPKIAIONINE BBINOJHEHUE MEPONPHUATHH IO  3alluTe
uH(pOpMaLUH.

Wudopmanus, momydyeHHass B XOJ€ IMPOBEACHUS KOHTPOIHUPYIOUMX MEpONPHUITHN
0 JIEHCTBUAX, COOBITUSAX U MapaMeTpax, UMEIOUINX OTHOLIEHUE K pealn3ali Mep IO 3alluTe
nH(popMaIuu, 10KHA KOHCOMUINPOBATHCA U XPAHUTHCS B MECTaX, UCKIIOYAIONINX MOJy4eHHe
K HEW HECAHKIIMOHUPOBAHHOIO 1OCTYIIA.

MOHUTOPUHT JaHHBIX O 3aPETUCTPUPOBAHHBIX COOBITUAX MH(OPMAIIMOHHOM 0€30MacCHOCTH
JIOJI’KEH MPOBOAUTHCS, 110 BO3MOKHOCTH, C UCIIOJIb30BAHUEM CUCTEMbl MOHUTOPUHTA UHIIUCHTOB
MH(POPMALMOHHOW 0€30MaCHOCTH WJIM BCTPOCHHBIX MEXaHW3MOB HACTPOMKH U ayAuTa COOBITUN
B MPOrPaMMHBIX U IPOrpaMMHO-aINapaTHBIX CPEICTBAX, UCIOJIb3yEMbIX B MH()OPMALMOHHON
uadpacrpykrype ['BJIOY.

YnpasJjieHue pucKaMu

Omnpenenenre BHYTPEHHUX TpeOOBaHMI IO 3amuTe MHGOPMAINH, TOKHBI OCHOBBIBATHCS
Ha pe3yibTaTax MpPOBEACHUS aHAIM3a PUCKOB HAPYIIEHHUsS OCHOBHBIX CBOWCTB 0€30MacHOCTH
11 “HPOpMamoHHbIX pecypcoB I'BJIOY.



OCHOBO¥ OLIEHKH PUCKOB JOJI’KHA ObITh OLIEHKA YCIOBUH U (PaKTOPOB, KOTOPBIE MOT'YT CTaTh
OPUYMHOM  HapylIeHHs  LEeJOCTHOCTH, KOH(MUICHUMATbHOCTH M JOCTYNMHOCTH  JJIs
nH(popMannoHHbIx pecypcoB I'BJIOVY.

Pe3ynbrarom npoBeneHus: aHalnu3a PUCKOB JOKEH ObITh pa3pabOTaHHBIM KOMILIEKC Mep,
HaIpPAaBJICHHBIX HA CHM)KCHHE BO3MOXKHOI'O HETATUBHOI'O BJIMSHHUS Ha OCHOBHYIO JESTEIbHOCTD
I'BAOY npu peanuzaiiuu TOH WK MHOH yrpo3bl 6€30MaCHOCTH HH(OpMAIMK M 00ECTIEYMBAIOIINX
B JAJIbHEUIIEM JIOCTAaTOYHbIN YpOBEHb 3alIUIIEHHOCTH HHPopMannoHHbIX cucteM ['B/10VY.

YnpasjieHue HHUUACHTAMUA HHPOPMALMOHHOI 0€30ITaCHOCTH

Hns  oOecrieyenus d3(QekTuBHOr0  paspeuieHus HMHIUIACHTOB  MH(DOPMAIMOHHON
6esomacHocty B I'BJIOY, MuHMMM3aLIMM TOTEPh M YMEHBIICHHUS PUCKA BO3HUKHOBEHHUS
MTOBTOPHBIX MHIIUJICHTOB JOJPKHO OCYLIECTBIATHCS YIIpaBJIeHUE MHIMEHTaMH MH(OPMALIMOHHOM
0e30MacHOCTH.

Jlnist yripaBiieHUs] MHIMICHTaMH WH(POPMAMOHHOW O€30IMacHOCTH JO0JDKHA OBITH cO37aHa
Clly’k0a MOHUTOPUHTIA U PEaripoBaHUs HAa MHIUIEHTH THPOPMALIMOHHON 0€30MacHOCTH, KOTOpast
MIOCPEJICTBOM KOMILJIEKCa CPEJICTB U MEPONPHUATHH A cOOopa M KOHCOMMAALUUU WH(POPMAIUH
00 MHIMJIEHTaX pellaeT JaHHYI0 3a/ady. B OTHOIMIEHMM Kak10ro MPOM3OILIEIIET0 MHIUAECHTA
paOOTHUKaMU M3 CIyKObl MOHUTOPMHIAa M PEArMpoBaHUs Ha WHIMICHTHI HMH(OPMALMOHHOM
0€30I1aCHOCTH JIOJKEH BBIIIONHATHCS €r0 aHANIU3, U pa3padoTKa 3(h(heKTUBHBIX Mep pearupoBaHus
Ha JIaHHBIA HHIUJICHT.

AyauT cuctemMbl o0ecnieyeHust HH(POPMAITMOHHOI 0€3011aCHOCTH

B menax onenku Tekymiero ypoBHs uH(opmanumonHoi 6e3omacHoctd ['BJIOY Ha
PETYISPHOI OCHOBE JTOJKEH MPOBOIUTHCA ayIUT WH(POPMAIIMOHHOMN O€30MaCHOCTH.

BuyTpeHnHue ayauTbl IOJKHBI BbINOIHATHCS padoTrHukamu ['BJIOY. B uucno 3aapau,
pelaeMbIX Ipu NPOBEICHUH BHYTPEHHUX ayAUTOB HH(OPMALIMOHHOM 6€301MacHOCTH, BXOIAT:

cOOp M aHaNU3 MCXOAHBIX JaHHBIX 00 OpraHM3allMOHHOW M (PYHKIIMOHAIBHOM CTPYKType
MH(OPMAIIMOHHBIX CHUCTEM, HEOOXOJUMBIX JUISI OLEHKH COCTOSIHUSI CHCTEMBl 3allUThl
uHpopmanmy,

aHaJIN3 YTBEP)KJIEHHBIX OpPraHU3alMOHHO-PACHOPSAIUTENbHBIX JOKYMEHTOB IO 3allUTe
UHPOpPMAIIMM HA TMpeIMeT HUX TOMHOTHI H A(PQPEKTHBHOCTH, a TaKke (OpMHUpPOBAHUE
pEeKOMeHIalui 0 UX 10paboTKe WU pa3pabOTKU HOBBIX;

obocHoBaHuE (UHAHCOBOU A(P(PEKTUBHOCTH BHOBb NPHOOPETAEMBIX CpPEICTB 3allUThI
nH(pOopManuy,

IIPOBEpKa MpPaBWIBHOCTH BBIOOpPA M HACTPOMKM CPEICTB 3allMThl MH(pOpMaIH,
(opMHpOBaHUE MPEATOKEHUN O HCIIOIB30BAHUIO UMEIOLINXCS CPEICTB 3aIUThl HHPOPMALUU
JUTS TIOBBIIIICHUS YPOBHS HAIEKHOCTH M Oe30macHOCTH nHpopMaroHHbix cuctem ['B/I0OY;

aHAJIM3 OTYETOB IO MPOU3OMIEAIINM HHIMJICHTaM HH(OPMALMOHHON 0e30macHoCTH
U IPUHATHIM MEpaM I10 UX Pa3peLEHUIO.

IloBbIlIEHNE OCBEIOMIEHHOCTH PA0OTHMKOB

B pamkax opraHuzalndd KOMIUJIEKCHOTO TMPOTHBOJEHCTBUS yrpo3aMm 0e30MacHOCTH
uHpopmaruy, ucxodmuMm ot paborHukoB ['BJIOY nomkHa MNOCTOSHHO TOBBIIIATHCA
UX OCBEJJOMJICHHOCTb B OOJIACTH 3aLIUTHI HH()OPMAITHH.

[ToBbrmienne ocBenomineHHoctr padbotHukoB ['bJIOY ocymecTBasiercs:

o cymectByromuM B I'6/I0Y oprannzanvoHHO-pacnopsiAMTENBHBIM JOKYMEHTAM;

no npuMensieMbiM B ' BZIOY mepam 3anutsl nadopmanmu;

IO [IPaBUJILHOMY HCIIOJIb30BAHUIO CPEJCTB 3aIUThI HHPOPMALIUHU.

7 3AKJIIOYEHMUE

[Ipu m3MeHeHMM IEWCTBYIOLIETO 3aKOHOAAaTenbcTBa Poccuiickoit dexepaunu B obnacTu
3amuUThl MHGOpMAIUMU, a TaKKe OpraHMW3allMOHHO-PAacHopSAMTENbHBIX aoKymMeHToB ['BJIOY
Hacrosmas [lonuTuka ¥ U3MEHEHUs K HEell MPUMEHSIOTCS B 4acTH, HE MPOTUBOPEYALICH BHOBb
MIPUHATHIM 3aKOHOIATEIbHBIM U MHBIM HOPMATUBHBIM aKTaM, a TAK)K€ BHYTPEHHUM JIOKYMEHTaM

I'BJIOV.



Bce TtpebGoBaHus, yCTaHOBIIGHHBIE JCHCTBYIOIIMM 3aKOHOJATEIHCTBOM Poccuiickoii
®enepannu, MOA3aKOHHBIMU aKTaMU U JIOTOBOPHBIMM OTHOLIEHUSAMH, a Takxke noaxon ['6I0OY
K 00€CIIeYEeHUI0 COOTBETCTBHUS STUM TPEOOBAHHM JOJKHBI OBITh SIBHBIM 00pa30M OIpe/IeNICHBI,
JOKYMEHTUPOBAHBI U NOIJIEPKUBATHCS B AKTYAJIbHOM COCTOSIHHH.

I'BJIOY B OpUOPUTETHOM  HAMPABJICHUU JOJDKEH  paccMaTpUBATBCS — MEPEXO]
Ha pOrpaMMHOE 00€CIIeUEeHNE OTEUECTBEHHOI'O IPOU3BOAUTES], BKIFOUEHHOT' O B €JUHBIN PEECTP
POCCUUCKUX MPOrpamMM JUisl 3JIEKTPOHHBIX BHIYUCIUTENbHBIX MAIlIMH U 0a3 1aHHBIX. B Tom uucie
M0 YacTH CEPBEPHOr0, KOMMYTAI[MOHHOTO O0OPYIOBAaHUS M MPOTrPAMMHO-ANIAPATHBIX CPEICTB
BKJIFOYEHHBIX B EMHBIN peecTp pOCCUNCKON PaguO3JIEKTPOHHON TPOAYKIIMH.

[lepecmMoTp W BHECEHME U3MEHEHHU B HacTosUlyl0 [loMMTHUKY OCYIIECTBISIOTCS
Ha [IEpUOJINYECKON U BHEINIAHOBOM OCHOBE.

8. UCITOJIb30BAHHBIX NICTOYHUKOB

1 ®enepanbueblii 3akoH ot 27.07.2006 Ne 149-D3 «O6 nnpopmarmu, nHGOpMAITMOHHBIX
TEXHOJIOTHUSIX U O 3alUTE HH)OPMALIUNY.

2  ®enepanbhblii 3akoH 0T 06.04.2011 Ne 63-D3 «O06 37€KTPOHHOMN MOAITHCH.

3 Tlocranosnenme IlpaBurenbctBa Poccuiickoit @enepamuu ot 16.04.2012 Ne 313
«O06 yrBepkaeHuu [lonoxeHus o IMLIEH3UPOBAHUU JEATEIbHOCTH 110 Pa3pabOTKe, IPOU3BOCTRY,
pacIpoCTpaHEeHUI0 MIM(PPOBATBHBIX (KPUIITOrpaUuEeCKUX) CPEACTB, HH(POPMALMOHHBIX CHCTEM
U TEICeKOMMYHUKALMOHHBIX CHCTEM, 3alUIIEHHBIX C MCIOIb30BaHUEM MIH(POBATHHBIX
(xpunrorpaduvecknx) CpecTB, BBIMOIHEHHIO paboOT, OKa3aHUIO YCIYT B 00JIacTU MU(POBAHUS
nH(popMaIuu, TEXHUYECKOMY O00CTYKHUBAaHUIO MIUGPOBATBHBIX (KpUOTOrpaduyecKux) CpecTB,
MH(POPMALMOHHBIX CUCTEM U TEIEKOMMYHHKAIIMOHHBIX CUCTEM, 3aLIUIIEHHBIX C UCTIOIb30BAHUEM
mGPOBANBHBIX (KpUNTOrpaduyecKnx) CpeACcTB (3a UCKIIOYEHHEM Cllydas, €Cld TEXHHYECKOoe
oOcnyxuBaHue MUDPOBATBHBIX (KpUNTOrpauUecKuX) CpeacTB, MHPOPMAIMOHHBIX CHCTEM
U TEJICeKOMMYHUKAIMOHHBIX CHCTEM, 3alllMIICHHBIX C HCIOJIb30BaHUEM IIH(POBATBHBIX
(kpuntorpagu4ecknux) CpeACTB, OCYILECTBISETCS Uil OOECHedYeHUs COOCTBEHHBIX HYXK]
IOPUINYECKOTr0 JIMIIA WK UHAUBUIYAIBHOIO IPEAIPUHUMATEIS).

4  Tlocranosnenue IlpaButenscrBa Poccuiickoit @eneparuu or 01.11.2012 Ne 1119
«O0 yTBepkIeHHU TpeOOBaHMM K 3allMTE MEPCOHATBHBIX JAaHHBIX IpU HUX 00paboTke
B UH()OPMAIIMOHHBIX CUCTEMAX NEPCOHATIBHBIX JAHHBIX).

5 [IIpukaz @AIICHU or 13.06.2001 Ne 152 «O6 yrBepxkaeHun WMHCTpyKINH
00 opraHuzanuy U odecrieueHuu 0e30MacCHOCTH XpaHEHHs, 00pabOTKU U Mepeaayy 1Mo KaHaiam
CBSI3U C UCIOJIB30BAaHUEM CPEJICTB KpUNTOrpaduyeckoi 3amuThl HHGOPMAUK C OrpaHUYEHHBIM
JOCTYIIOM, HE coAepKallieil CBeJIeHUH, COCTABIISIOIIMX IOCYIapCTBEHHYIO TalHy».

6 IIpukaz ®CB Poccum or 09.02.2005 Ne 66 «OO6 yrBepxknennn Ilomoxenus
0  pa3paboTKe,  NPOU3BOACTBE,  pealu3allud M  OSKCIUIyaTauud  IMU(QPOBAIBHBIX
(xpunTorpaduueckux) cpeacts 3ammTel nHpopmauuu (Ilonoxenue ITK3-2005)».

7 IIpukaz ®CTIK Poccum ot 11.02.2013 Ne 17 «O06 yrBepkaeHUN TPEOOBAHHIT O 3aIIUTE
nH(pOpMAITUH, HE COCTABIISIONICH TOCYIapCTBEHHYIO TaliHY, COAEpIKAIIEHCS B TOCYIapCTBEHHBIX
MH()OPMALMOHHBIX CUCTEMAX).

8 [IIpukaz DCTIK Poccum or 18.02.2013 Ne 21 «OO0 yTBEepX AEHWH cOCTaBa H
COZICp)KAHUSI OPTraHU3ALMOHHBIX M TEXHMYECKMX Mep M0 oO0ecrneyeHno Oe30MacHOCTH
MEPCOHANBHBIX JAHHBIX HpU HMX 00paboTke B HMH(POPMAIIMOHHBIX CHCTEMaX MEepPCOHAIBHBIX
JTAHHBIX).

9 IIpuka3z ®Cb Poccuu ot 10.07.2014 Ne 378 «OO0 yrBepxaeanu CocTaBa v COACPKaHUS
OpraHU3aI[MOHHBIX M TEXHUUYECKHX MEp M0 00ecleueHn0 0€30MacCHOCTH MEePCOHAIBHBIX JaHHBIX
npu ux 00paboTKe B MH(OPMAIMOHHBIX CHCTEMAax MEPCOHANBHBIX JaHHBIX C WCIOJIb30BAHUEM
CpeAcTB Kpunrorpaduyeckod 3amiuThl HMHPOpPMALMU, HEOOXOAUMBIX JUIS  BBINOJIHEHUS
ycraHoBieHHbIX [IpaBurensctBom  Poccuiickoit  @enepanuu  TpeOOBaHMHA K 3alluTe
MePCOHATBHBIX TAHHBIX



JUIS K&KJIOTO U3 YPOBHEH 3alIUIIICHHOCTH.

10 TOCT P 51624-2000 «3amurta uHbopManuu. ABTOMATU3UPOBAHHBIE CHCTEMBI
B 3alIMIIEHHOM HcnoinHeHnu. O0mue TpeOoBaHus .

11 TOCT P 51898-2002 «Acnektsl 6e30macHocTH. [IpaBuita BKIIOYCHHS B CTAHIAPTHI.

12 TOCT P 50.1.056-2005 «Texuuyeckas 3ammta uHbopMauu. OCHOBHBIE TEPMUHBI
U OTIPENICIICHUS.

13 TOCT P HMCO/MDBK 27001-2006 «WubopmannoHHass TeXHOJIOTHS. MeTomsl H
cpenctBa  OezomacHocTd. CHcTeMbl MEHEKMEHTa HMH(POPMAIMOHHOW  0€30MacHOCTH.
TpeboBanus.

14 TOCT P 50922-2006 «3ammuta nabopmanmi. OCHOBHBIC TEPMHUHBI U OTIPEICTICHUS.

15 TOCT P 51275-2006 «3amurta undopmaimu. O0bekT uHbopmaTuzanun. DakTopsl,
BO3/IeiicTBYIOMME HA HHPOpMarwio. OOIIHe MOT0KESHUS.

16 TOCT P UCO/MDK TO 13335-5-2006 «Mu(bopManroHHasT TEXHOIOTHS. MeTOJbI
U cpencTBa obecrneueHus: 6e3omacHocT. YacTe 5. PyKoBOICTBO MO MEHEKMEHTY 0€30MacHOCTH
CeTh.

17 TOCT P HCO/TO 13569-2007 «®dunHaHCOBBIE ychayru. PexomeHmanuu
1o UH(POPMAIIMOHHOI 0€30MaCHOCTHY.

18 TOCT P HMCO/MDBK 27005-2010 «HupopmanronHas TexHOJIOTHs. MeTonsl U
cpencTBa obecnieueHus1 6e30macHOCTH. MEeHeIKMEHT pucka HHPOPMAIMOHHON 0€30MMacHOCTH Y.

19 TOCT P HNCO/MBK 27004-2021 «WudopmarmonHas TexHOJIOrus. MeToasl H
cpeactBa obecriedeHusi Oe30macHOCTH. MeHeKMEHT HH(opManMoHHOH 0e30macHOCTH.
MOHUTOPHHT, OLIEHKA 3aIIUIICHHOCTH, aHAJIN3 U OLICHUBAHHEY.

20 T'OCT P 51897-2021 «MenemKMeHT pucka. TepMUHBI U OIIPEeICTICHUSY.

21 TOCT P 52069.0-2013 «3amuta undopmamnuu. Crucrema cranaaptoB. OCHOBHBIC
TTOJIOKCHUS.

22 Konuenuuss  UHQOPMALMOHHOW  OE30MACHOCTH  MCIOIHUTENBHBIX  OpraHOB
rocynapctBeHHoi Bnactu Cankr-IlerepOypra ot 20.02.2023.

JIOKYMEHT MOZMUCAH SMEKTPOHHOM MOAMUCHIO

rOCYAAPCTBEHHOE BIO/DKETHOE [1OLLIKOJIbHOE OBPA3OBATE/IbHOE 19.06.23 16:17 (MSK) Ceptudukat BFBC3C5030A1E1F986DDOFE46E31CD12
YYPEXXAEHUE AETCKUU CAA N2 59 MPUMOPCKOIro PAOHA
CAHKT-NETEPBYPTA, lonnaHa EneHa MeHHagbeBHa, 3aBeaytowwmii




